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 SEC Guidance on Investment 
Adviser Use of Social Media 

 On January 4, 2012, the Staff  of  the Office 
of  Compliance Inspections and Examinations 
(OCIE) of  the Securities and Exchange 
Commission (SEC) issued its long-awaited 
guidance on the use of  social media by reg-
istered investment advisers (RIAs) as part 
of  its National Examination Risk Alert. 1    
The Alert, which was the result of  the SEC 
Staff ’s social media sweep of RIAs back in 
February 2011 (2011 Sweep), states at the 
outset that a RIA’s use of  social media must 
comply with various provisions of the federal 
securities laws, including, but not limited to, 
the antifraud provisions, compliance provi-
sions and recordkeeping provisions. However, 
rather than a comprehensive summary of all 
compliance matters pertaining to a RIA’s use 
of  social media, the Alert provides the SEC 
Staff ’s observations from the 2011 Sweep, as 
well as factors that the Staff  believes a firm 
should consider in complying with its obliga-
tions under the federal securities laws with 
respect to the use of  social media. The Alert 
covers compliance programs related to the 

use of  social media, third-party content, and 
recordkeeping. 

 Compliance Programs 

 As evidenced by the 2011 Sweep, the SEC 
Staff  expects RIAs that use social media to 
adopt and implement compliance policies 
and procedures designed to prevent violations 
of  the federal securities laws. The SEC Staff  
observed that while many RIAs have polices 
and procedures that apply to advertisements, 
client communications or electronic com-
munications generally, many did not address 
specifically the use of  social media. The Staff  
cautioned that such lack of  specificity may 
cause confusion as to what procedures or 
standards apply to the use of  social media. 
With respect to RIAs that did have specific 
social media compliance policies and proce-
dures, the SEC Staff  observed that many pro-
cedures were not specific as to which types of 
social networking activity were permitted or 
prohibited and many did not address the use 
of  social media by solicitors acting on behalf  
of  the RIAs. 

 In evaluating its compliance policies and 
procedures, a RIA should first identify con-
flicts and other compliance factors currently 
creating risk exposure for the firm and its cli-
ents in light of the firm’s particular operations, 
and then test whether its existing policies and 
procedures effectively address those risks. The 
Alert included the following non-exhaustive 
list of factors that a RIA should consider in 
evaluating the effectiveness: 
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 • Usage Guidelines: Firm usage guide-
lines that provide guidance to invest-
ment adviser representatives (IARs) and 
solicitors on the appropriate and inap-
propriate use of social media as well as 
appropriate restrictions and prohibi-
tions regarding the use of social media 
sites based on the fi rm’s analysis of the 
risk to the fi rm and its clients. 

 • Content Standards: Consider whether 
content created by the RIA, IARs or 
solicitors implicates fi duciary duties or 
other regulatory issues (for example, 
content that contains investment recom-
mendations, information on specifi c in-
vestment services or investment perfor-
mance). 

 • Monitoring: Consider the ability of the 
RIA to monitor its social media sites or 
its use of third-party sites, taking into 
account that many third-party sites may 
not provide access to a supervisor or 
compliance personnel. 

 • Frequency of Monitoring: Consider the 
frequency with which the RIA monitors 
IAR or solicitor activity on a social media 
site. Such determination could depend 
on the volume and pace of communica-
tions posted on a social media site or the 
nature of, and the probability to mislead 
contained in, the subject matter discussed 
in particular conversation streams. The 
SEC Staff cautioned that after-the-fact 
review of violative content may not be 
reasonable where social media content 
can be rapidly and broadly disseminated 
to investors and the markets. 

 • Pre-Approval of Content: Consider 
whether pre-approval requirements 
should be implemented. 

 • Firm Resources: Consider whether the 
RIA has dedicated suffi cient resources 
to adequately monitor IAR or solicitor 
activity. 

 • Criteria for Approving Participation: 
Consider the social media site’s reputa-

tion, privacy policy, ability to remove 
third-party posts, controls on anony-
mous posting and the advertising prac-
tices of the site. 

 • Training: Implement training of IARs 
to promote compliance with social me-
dia policies and procedures and to pre-
vent potential violations of the federal 
securities laws. 

 • Certifi cation: Consider requiring IARs 
and solicitors to certify that they un-
derstand and are complying with 
the RIA’s social media policies and 
 procedures. 

 • Functionality: Consider the function-
ality of  each approved social media 
site, including the continuing obliga-
tion to address any upgrades or modi-
fi cations to the functionality that af-
fect the risk exposure for the fi rm or its 
clients. 

 • Personal/Professional Sites: Consider 
whether to adopt policies and proce-
dures to address an IAR or solicitor 
conducting fi rm business on personal or 
third-party social media sites. 

 • Information Security: Consider whether 
permitting its IARs to have access to 
social media sites poses information se-
curity risks. Consider adopting compli-
ance policies and procedures to  create 
appropriate fi rewalls between sensitive 
customer information, as well as the 
fi rm’s own proprietary information and 
any social media site to the extent that 
the fi rm permits access to such sites by 
its IARs. 

 • Enterprise Wide Sites: A RIA that is 
part of a larger fi nancial services or 
other corporate enterprise may con-
sider whether to create usage guidelines 
reasonably designed to prevent the ad-
vertising practices of a fi rm-wide social 
media site from violations of the Invest-
ment Advisers Act of 1940, as amended 
(the Advisers Act). 
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 Third-Party Content 

 The SEC Staff observed that while most 
RIAs permit third-party posts on their social 
media sites, firm policies and procedures gov-
erning such posts vary in what types of post-
ings are permissible. The Staff noted that many 
RIAs, to avoid attribution of third-party posts, 
include disclaimers directly on their site stat-
ing that they do not approve or endorse any 
third-party posts. The SEC Staff suggests that 
a RIA that permits third-party posts consider 
having compliance policies and procedures 
that specifically address such, as well as the 
implementation of reasonable safeguards to 
avoid violations of the federal securities laws. 

 The SEC Staff  specifically addressed 
whether a third-party post could be a “tes-
timonial” prohibited by Rule 206(4)-1 under 
the Advisers Act. Although not a defined 
term in the rule, the Staff  noted that it 
had consistently interpreted “testimonial” 
to include a statement of  a client’s experi-
ence with, or endorsement of, an investment 
adviser. Thus, the Staff  believes that, depend-
ing on the facts and circumstances, the use 
of  social plug-ins such as the “like” button 
could be a testimonial under the Rule if  it is 
an explicit or implicit statement of  a clients’ 
experience with, or endorsement of, an invest-
ment adviser or IAR. For example, according 
to the Staff, if  the public is invited to “like” 
an IAR’s biography posted on a social media 
site, that election could be viewed as a type 
of  testimonial prohibited by Rule 206(4)-1. 
Unfortunately, the SEC Staff ’s broad state-
ment fails to explain how an invitation to 
the  general public  to “like” a posting fits into 
the Staff ’s interpretation of  “testimonial” to 
mean a statement of  a  client’s  experience or 
endorsement. Specifically, the SEC Staff ’s 
guidance does not explain whether the Staff  
would view all “like” postings as prohibited 
testimonials or only such postings by clients 
of  a RIA. It would appear that the SEC 
Staff ’s own interpretation of  “testimonial” 
should only apply to client “like” postings. 

 Recordkeeping Responsibilities 

 RIAs that utilize social media as a com-
munication vehicle must retain records of 

such communications if  they contain infor-
mation that triggers a RIA’s recordkeeping 
obligations under the Advisers Act. The 
SEC Staff  views the content of  the com-
munication as determinative of  whether 
any recordkeeping obligations arise. Thus, 
the SEC Staff  suggests that a RIA that 
intends  to utilize social media or permit 
its IARs to utilize social media should 
determine that it can first retain all records 
related to the social media communica-
tions and make them available for Staff  
inspection. The SEC Staff  advises RIAs to 
consider reviewing their document reten-
tion policies to ensure that any records 
generated by social media communications 
are retained in compliance with the fed-
eral securities laws, including in a manner 
that is easily accessible for a period not 
less than five years. To that end, the SEC 
Staff  suggests that RIAs consider adopting 
compliance policies and procedures that 
address, as appropriate, the following fac-
tors, among others, relating to the record-
keeping and production requirements of 
required records generated by social media 
communications: 

 • Determining whether each social me-
dia communication is a required record, 
and, if  so, the applicable retention pe-
riod, and the accessibility of the records. 

 • Maintaining social media communica-
tions in electronic or paper format (for 
example, screen print or pdf fi le of so-
cial media page, if  practicable). 

 • Conducting employee training programs 
to educate personnel about recordkeep-
ing obligations. 

 • Arranging and indexing social media 
communications that are required re-
cords and kept in an electronic format 
to promote easy location, access and re-
trieval of a particular record. 

 • Periodic test checking (using key word 
searches or otherwise) to ascertain 
whether employees are complying with 
the compliance policies and procedures 
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(for example, whether employees are im-
properly destroying required records). 

 • Using third parties to keep records con-
sistent with the recordkeeping require-
ments. 

 The Alert did not provide guidance as to 
the scope of a RIA’s recordkeeping responsi-
bilities given the unique nature of social media 
communications. For example, the Alert omit-
ted any guidance as to a RIA’s recordkeeping 
obligations and/or liabilities with respect to 
its IARs’ social media communications con-
ducted off-site or on personal devices that 
the RIA is unable to track. In addition, the 
Alert did not provide guidance as to how to 
implement a RIA’s records destruction policy 
to social media communications that exist on 
third-party sites long after the expiration of 
the retention period. 

 Conclusion 

 Consistent with the SEC’s long-standing 
media-neutral approach, 2    the Alert cautions 
RIAs that use social media that they should 
ensure compliance with all regulatory require-
ments and be aware of the risks associated 
with using various forms of social media. 

Thus, the Alert is largely the SEC Staff ’s 
observances of  how RIAs seek to comply with 
existing regulatory requirements in the con-
text of  social media. The Alert also provides 
the SEC Staff ’s suggestions as to the consider-
ations that a RIA should make in implement-
ing policies and procedures regarding its use 
of  social media. However, the Alert does little 
to provide substantive guidance on the unique 
challenges that RIAs face when applying 
existing regulatory requirements, which were 
largely created in contemplation of  paper 
communications, to the use of  social media. 

 Notes 
 1.    Investment Adviser Use of Social Media , National 
Examination Risk Alert, Office of Compliance Inspections 
and Examinations, Securities and Exchange Commission 
(Jan. 4, 2012). In issuing the Alert, the OCIE Staff  
coordinated with the Division of Enforcement’s Asset 
Management Unit and the Division of Investment 
Management. The OCIE Staff also consulted with the 
Staff of the Financial Industry Regulatory Authority in 
preparation of the Alert. 

 2.    See Use of Electronic Media for Delivery Purposes , 
SEC Rel. Nos. 33-7233, 34-36345, IC-21399 (Oct. 6, 1995) 
(stating, “[t]he federal securities statutes do not prescribe 
the medium to be used for providing information by or on 
behalf of issuers, or by or on behalf of third parties with 
respect to issuers.”). 

Copyright © 2012 CCH Incorporated. All Rights Reserved 
Reprinted from The Investment Lawyer March 2012, Volume 19, Number 3, pages 31-34, 

with permission from Aspen Publishers, Wolters Kluwer Law & Business, New York, NY, 
1-800-638-8437, www.aspenpublishers.com


